
The Federated Model
Materials and data stay in sovereign hands. The analysis comes to the data. The identifier travels with every resource, and benefit sharing

follows the origin all the way to the product.

1. WHO USES THE SYSTEM. EVERYONE REGISTERS ONCE, NO ANONYMOUS ACCESS Art. 12.1

RESEARCHER AND PUBLIC HEALTH

Accepts the Data Access Agreement. Receives
one credential.

MANUFACTURER (TWO ROLES)

Accepts the DAA to access data. Signs a
Benefit Sharing Contract with WHO.

NATIONAL AUTHORITY OR LAB

Submits resources. Records the originating
laboratory.

REGIONAL AUTHORITY OR HUB

Hosts for a group of States. Serves low
capacity States.

One registration, then routing. A user registers once with the catalogue and receives a single credential. The catalogue routes each request to the holding node. Where a node adds its own terms, the user
accepts them by a click before any results return. One login, one search, one result.

2. MATERIALS IN. THE WCLN FEEDS THE DATA PIPELINE, MATERIALS AND DATA ON EQUAL FOOTING Art. 12.3

THE WCLN, PHYSICAL MATERIALS

The sample moves from the National Lab to a Reference Lab, which may be abroad. A UPI is
assigned to the material. An SMTA governs the transfer and is accepted before shipment. No click
through can replace it.

THE SEQUENCING HANDOFF

The material is sequenced and data is generated from it. At this point the UPI travels from the physical
material onto the data. From here the data pipeline governs. The chain is never broken.

Physical transfer is not data release. A material moves only under an SMTA, for a defined purpose, and it must move to be sequenced. Handling the material confers no right to remove the sequence data
generated from it. The data enters the node and stays there.

3. THE CORE (HUB). OPERATED BY WHO. IT INDEXES AND ROUTES, IT NEVER HOLDS THE RESOURCE Art. 12.1

THE MIRROR, A METADATA INDEX

Origin, pathogen family, characteristics

Release type, material or sequence

Originating laboratory, a recorded field, not a relationship

Custody model and access conditions

A unique persistent identifier that points to the node

It never holds the materials or the data. It records provenance, not ownership.

CORE SERVICES

One credential, register once and use everywhere

Access and query logging, tied to the UPI

An analytical environment that runs the query in place

Benefit sharing contract and accounting

Compliance monitoring reported to the Advisory Group and COP

4. THE SOVEREIGNTY RULE. SEQUENCE INFORMATION IS NOT DOWNLOADED
Federated access is the only route. The data stays at the sovereign node, the analysis runs in place, and only the results leave.

There is no download route and no bulk export. Raw Sequence Information does not leave the node, in routine periods or in an emergency.

We hold sovereign rights over our sequence data and our sequence materials. Custody is never surrendered. Access is granted, the resource is not.

THE MODEL COMES TO THE DATA, SO MACHINE SCALE EXTRACTION CANNOT OCCUR
Because raw data never leaves the node under any route, there is no bulk copy to obtain and nothing to harvest at scale. Wholesale ingestion by automated systems is structurally impossible rather than merely
prohibited. A system that permits download can only forbid such extraction on paper. This system prevents it by construction.

One common protocol across every tier. Register once, the query runs in place, the UPI travels, benefit sharing attaches, and accountability is required. The same rulebook applies whether the host is a
national node, a regional hub, a recognised international host or a federated workbench. The tier is a choice of who hosts, not a different set of rules.

5. THE SOVEREIGN NODES. EACH PROVIDER CHOOSES ITS HOST, IDENTICAL ACCESS AND BENEFIT SHARING IN EVERY CASE Art. 12.2

NATIONAL NODE

Operated by or for one Party. Holds materials
and sequences. The Party sets conditions.

FEDERATED ACCESS ONLY

REGIONAL NODE OR HUB

For a group of Parties. Data stays in region.
Serves States that do not yet host.

FEDERATED ACCESS ONLY

RECOGNISED INTERNATIONAL HOST

Operates as a node under the System. Serves
queries in place. Holds no export right.

FEDERATED ACCESS ONLY

FEDERATED WORKBENCH

Data never leaves the node. The query runs in
place. Only results return.

FEDERATED ACCESS ONLY

Custody is a choice, access is not negotiable. A provider State elects where its resources sit. Whichever host it elects, the access rule is identical, so no tier offers a weaker path and data cannot flow to the
point of least resistance.

6. THE SINGLE ROUTE. THE ANALYSIS TRAVELS TO THE DATA Art. 12.1

THE QUERY GOES TO THE NODE

The user sends a query or an analysis pipeline to the node
through a common interface, carrying their credential and the
UPI.

IT RUNS IN PLACE

The analysis executes on the node's own infrastructure against
the data held there. Every query is logged against the identifier.

ONLY RESULTS RETURN

Alignments, phylogenies, variant calls and model outputs return
to the user. The raw sequence stays at the node.

ONE UNIFIED OUTPUT FOR THE SCIENTIST

One login, one search, one result. Host differences are invisible to the user, sovereignty is preserved by construction, and the identifier carries every obligation downstream.

7. EMERGENCY MODE. RAPID ACCESS DURING A DECLARED PUBLIC HEALTH EMERGENCY Art. 12.6

SPEED IS PROVEN

Federated queries return in about 5 to 30 minutes depending on
dataset size. The European Genomic Data Infrastructure already
runs this across 22 countries. It is operationally acceptable during
a pandemic.

EXPEDITED ACCESS

On a declared emergency the system triggers expedited access.
Authorisation and routing are accelerated with COP approval,
and the catalogue can fast track results.

SET ASIDE AUTO TRIGGERS

The 20 percent real time set aside activates in the emergency
case, so product reaches those in need while sharing stays fast.

Speed comes from faster routing, never from surrendering custody. An emergency accelerates authorisation, routing and results. It does not convert federated access into a download. The rule holds in the
emergency case precisely because that is when extraction pressure is greatest.

8. BENEFIT SHARING. WHO SIGNS, WHAT IS OWED, ON WHAT BASIS Art. 12.6

TWO INSTRUMENTS, DO NOT CONFUSE THEM

Data Access Agreement. Binds the user who queries the data. A click binds the user, never the
State.

Benefit Sharing Contract, with WHO. Signed manufacturer to WHO. Carries the 20 percent set
aside, being 10 percent donation and 10 percent at cost.

SECURED TWICE, COVERAGE AND DISTRIBUTION

Coverage is origin neutral. The obligation attaches no matter which provider supplied the resource,
including data of Northern origin used by others.

Distribution is need based. The 20 percent set aside and the Fund reach countries on public health
need. Origin never blocks another country in acute need.

9. DOWNSTREAM COMPLIANCE. HOW THE OBLIGATION IS ENFORCED AFTER ACCESS, THE TEETH Art. 12.6

ANTI CIRCUMVENTION. THERE IS NO COPY IN CIRCULATION, AND NO OPEN BYPASS
Because raw data never leaves the node, there is no unaccountable copy to trace, aggregate or anonymise. The obligation cannot be stripped from the resource because the resource is never surrendered.
Results that leave carry the identifier and the terms, and Sequence Information enters only recognised hosts, so no open access copy can be created elsewhere to launder away the benefit sharing obligation.

TRACEABILITY

Every query, result and transfer is
logged to the UPI. The chain is
reconstructable from origin to
product.

REPORTING

Manufacturers and users report use
against the UPI. Onward use of
results is gated on the recipient
being bound first.

VERIFY AND AUDIT

An Advisory Group and Certification
Board review query patterns and
flag circumvention or biopiracy.

ENFORCEMENT

Graduated consequences, from a
warning to credential suspension,
loss of recognition, and referral to
the compliance mechanism.

COP OVERSIGHT

System wide reporting to the
Parties. Attempted export or
identifier stripping is detectable and
is a penalised breach.

Security by design. Risk based access control and identity and access management. Full query logging. A software bill of materials, as required for medical devices. Breach accountability sits with the host.
Because no bulk copy is ever released, the exposure surface is the node alone, not every recipient who ever held the data.

10. GOVERNANCE. WHO SETS THE RULES, WHO CERTIFIES THE HOSTS, WHO DECIDES WHO IS IN Art. 12 and COP

THE COP SETS THE RULES

Rules are set by the Conference of
the Parties, all Parties together. Not
by WHO administratively, and not
by the data hosts themselves.

ADVISORY GROUP

A standing advisory group advises
the COP on technical and
operational matters and reports on
how the system is performing.

CERTIFICATION BOARD

Hosts are certified against
published criteria. Recognition is
earned, reviewed and can be
withdrawn. It is not left to whoever
runs the infrastructure.

OPEN TO ALL, ON ONE
CONDITION

Every Party may join and may host.
The conditions are identical for all.
Sovereignty is respected and
accountability is required.

REVIEW AND DISPUTE

The COP reviews the system on a
set cycle and may revise the Annex.
Disputes go to the compliance
mechanism and, where needed, to
arbitration.

The core is a service, not an owner. WHO operates the core under the authority of the Conference of the Parties and reports to it. The body that runs the infrastructure does not write the rules for it, and no
database sets the terms on which States share. Governance sits with the Parties, never with the platform.

THREE GUARANTEES FOR EVERY STATE
1.
A capacity gap never costs sovereignty or benefit.

2.
Benefit sharing is origin neutral in coverage and need based in
distribution.

3.
Access is symmetrical for all, and identical at every host.

Article 12 of the WHO Pandemic Agreement. 12.1 sovereignty. 12.2 capacity. 12.3 materials and data on equal footing. 12.6 set aside and need based distribution. Consistent with the CBD and the Nagoya Protocol.


